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Business Continuity & Disaster Recovery Plan Policy

This policy is a Group Policy and as such is adopted by the following Subsidiary Companies: Ore Valley
Community Initiatives, Ore Valley Enterprises Ltd, and Cardenden Heat and Power Ltd.

Ore Valley Housing Association

Business Continuity & Disaster Recovery Plan

Ore Valley Housing Association is the parent company of the Ore Valley Group, which has 3 subsidiary
companies, namely Ore Valley Enterprises, Ore Valley Community Initiatives and Cardenden Heat and
Power (CHAP).
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Introduction

This plan sets out the arrangements for dealing with the unplanned loss of personnel and/or services
setting out the detailed arrangements and responsibilities for dealing with major threats to business
continuity.

Threats To Business Continuity
The major threats to business continuity can generally be categorised as follows.

Loss of key personnel — subject to a review of the requirement to replace the post, the following
arrangements should be followed.

Planned resignation (adequate notice given) - in this scenario normal recruitment arrangements will
apply, the CEO will liaise with the Board to ensure thatthe correct arrangements are followed. The aim
will be to recruit a replacement prior to the end of the notice period or as soon thereafter as is
practicable.

Unplanned departure of single staff member (no notice given) — the CEO will liaise with the Board to
ensure that the recruitment process is initiated at the earliest opportunity and that the correct
arrangements are followed. The CEO will have authority to recruit temporary personnel through an
agency service. In the event that the CEO is the staff member departing, then authority will pass to a
likely the Deputy CEO or Corporate Support Manager. Early discussions will be sought with EVH
(Employers In Voluntary Housing) to seek support in the recruitment process, EVH may also be asked
to provide an ‘Interim CEQ’ to assist in leading the organisation through the recruitment and induction
periods.

Unplanned departure of multiple staff members (lottery syndicate win etc). - The CEO will take
immediate steps to recruit sufficient staff resources to provide a minimum acceptable level of service.
This will be achieved either through bringing in agency staff or working with neighbouring Housing
Associations and Fife Council to consider immediate secondment of staff to provide the cover. Full
recruitment of permanent staff will be initiated at the earliest opportunity.

Retiral —. There is now no requirement on anyone to retire, however the more notice provided the
better in order that review and if appropriate replacement arrangements can be made. It is accepted



however that in certain circumstances it is possible that people may seek to retire at relatively short
notice as personal circumstances change.

3. Loss of buildings - In the worst case scenario the office building is completely destroyed or seriously
damaged resulting in :-

3.1 No services at all can be provided because of serious damage.
3.2 No furnishings or equipment including computer server and individual PC’s can be recovered.
3.3 All paperfiles are either destroyed or are seriously damaged and cannot be recovered.

4  Closure due to epidemic
4.1 Staff who fallill as a result of an epidemic will be required to report their absence in accordance with
the absence management policy and to return to work as soon as they are fit enough to do so.

4.2 Where severalmembers of staff are off either because they are unwell or because they are a principal
carer, especially for children, the Senior Management Team will prioritise workloads so that essential
services continue to be delivered.

4.3 If required the CEO will arrange for tenants to be advised of how essential services will be delivered
utilising a combination of letters, the Association’s website, the local media, social media and
answering machine messages.

4.4 Where it is decided to close the office for a period or on recommendation or requirement from
National or Local Government. The Senior Management Team will implement the appropriate sections
of the plan as outlined below in particular in relation to home working, communications, publicity etc.

4.5 Inthese circumstances it is critical that everyone is aware of the requirements, their roles and
responsibilities, in the immediate, short and medium term.

4.6 Itis not possible to coverevery detail relating to all eventualities; therefore this document is intended
to provide a framework outlining the main tasks which will require to be undertaken.

Business Continuity & Disaster Recovery Framework
5 Emergency Management Team

5.1 Inthe event of an emergency, the Emergency Management Team (EMT) will focus on restoring
servicesto tenants as soon as possible. The Emergency Management Team will comprise the following
people. In the event that a member of the team is not available their role will be filled by a suitable
alternative chosen by the Emergency Management Team.

Emergency Management Team

Member Deputy

CEO Housing Manager/Deputy CEO

Corporate Support Manager Corporate Support Officer

Housing Manager/Deputy CEO Senior Housing Officer

Finance Director Finance Assistant

Senior Housing Officer Housing Officer/Repairs & Maintenance
Officer
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In the event that the disaster occurs during working hours and results in the death or injury of
members of the Emergency Management Team, the roles allocated to those members will be
reallocated either to remaining team members or to other colleagues drafted into the team. Early
consideration will be given to the temporary recruitment of an experienced interim manager utilising
the services of EVH.

If necessary the CEO or those emergency team members available will discuss with Board members
whether there is any assistance, which they may be able to provide in the aftermath of the disaster.

The Emergency Management Team or alternates will be convened and the plan initiated by the CEO or
their deputy.

Communications with staff
The first meeting will be called at the earliest opportunity following the disaster. The aim of the first
meeting will be to agree initial action required and to confirm respective roles and responsibilities.

Further progress meetings may be scheduled during the course of the day.
A meeting with all members of staff will be arranged for later in the same day.

Each member of the EMT will hold a file with contact details for each member of the team and for all
other staff members. The file will also contain other useful contact telephone numbers and e -mail
addresses.

During working hours the CEO will contact all members of the team who are available, any team
members who are not at work will be requested to return to work as quickly as possible.

For emergencies out-with normal hours the CEO will contact all other team members who will in turn
notify other members of their respective teams. The initial message may include details of the time
and location of meetings scheduled for the first day.

It is likely that the initial notification will come from the emergency services to one of the named key
holders. If the notification is to someone other than the CEO, then the person receiving the message
must attempt to contact the CEO immediately.

In order to maintain the maximum availability to communication networks, the CEO is authorised to
secure the purchase of additional mobile telephones and wireless computer devices. Utilisation of
staff’s own devices can be enabled as a temporary solution for access cloud-based services and
telephony systems.

Temporary Office Accommodation
It will be a priority in the aftermath of a disasterto set up a temporary office in order to provide a base
where tenants, Board members and others are able to contact the Association.

Ideally, the base will be as local as possible and may for example be contained within the Association’s
office at O.V. Business Centre or other premises as required. Consideration may also be given to
utilising an empty house if required.

A small stock of headed paper will be retained off-site at other premises and at the OV. Business
Centre. A virtual copy os located on the Association’s Microsoft systems.



7.4

7.5

7.6

7.7

8.2

9.3

10

The Association operates a cloud-based file, calendar and email infrastructure through the use of
Microsoft SharePoint/OneDrive. With the majority of our critical files now stored online, there is
increased resilience for times of disaster as any suitable device (pc/smartphone/laptop/tablet etc.)
could be utilised to access these files.

If absolutely necessary arrangements will be made to move into a short-term rental ‘business
continuity suite.’

The IT support company are a key partner in getting the Association up and running as quickly as
possible. IT Disaster Recovery Plan arrangements will be a standing item on the agenda of all meetings
to be held with them.

The IT Support Provider will ensure that all staff have the passwords etc. required to log into the ir
systems.

The Association’s phone system operates on a cloud-based system thereby adding to its resilience and
enabling the diversion of inbound phone calls to landlines to be easily diverted to mobile phones. This
system is already in place and utilised by staff.

Working From Home

It may be necessary for some or all staff to work from home until such time as an office base is up and
running. Staff working from home will have been supplied with a mobile phone and laptop and any
additional travelling expenses will be covered. All staff have access to IT including mobile phones and
laptops, which provide access to e-mails and files stored in our Microsoft SharePoint/OneDrive
systems and our HomeMaster housing management system,

Members of the Emergency Management Team will be responsible for ensuring that staff working
fromhome are kept up to date and are adequately supported throughout. All staff will be required to
attend update briefing meetings as required which may be in person or virtual.

Communication With Tenants

A standard letter will be sent to all tenants within 3 days of the disaster, outlining the continuity
arrangements which have been put in place and providing contact details. Further update letters will
be issued to ensure that tenants are kept up to date with progress.

Notices outlining arrangements will be posted at the site of the Association’s office and on notice
boards in community centres, local shops and post offices in the Cardenden and Lochgelly areas.

Ore Valley HA Web-site

10.1 The Chief Executive Officer will arrange for a statement and emergency
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contact details to be placed on the Association’s web-site. The web-site will be updated as issues are
progressed.

Communication with the media

As official spokesperson, the CEO will provide local media (press & radio) with

information and will respond to requests for information. The CEO will liaise with the Board as
required. Any other member of staff will refer media requests to the CEO and will not issue comments
unless expressly authorised to do so.



12 Emergency Management Team Meetings
he CEO will ensure that the team meets as frequently as required to monitor
progress and to consider future requirements.
Meetings will be held at eitherthe local temporary base or at another central location such as meeting
rooms at Council offices etc.

13 Tenant/Service User Interviews
During the emergency wherever possible interviews with tenants will be held within the tenants own
home. Arrangements to use meeting or interview rooms will be put in place with Fife Council and
other Fife based Housing Associations.

14. Board Meetings

14.1 The Board will be kept up to date with developments on at least a weekly basis by
the CEO. Any Board Meetings scheduled to take place during the first week or so
after the disaster may either be postponed or subject to a limited agenda.

14.2 The CEO will ensure that meeting rooms are available for Board meetings, these may
be within Fife Council facilities, other Fife based Housing Association’s or in local
hotels.

14.3 Board may be required to hold meetings at short notice on an ad-hoc basis to
consider particular issues. Meetings may be called by the CEO in conjunction with the Association’s
Chair or Vice Chair. Emergency ad-hoc meetings may be conducted on either a conventional or virtual
basis (telephone canvassing of views, post, e-mail etc.).

15 Replacement Accommodation

15.1 Once the initial emergency arrangements have been put in place (the first week)
consideration will need to given to the medium and long term position regarding
accommodation.

15.2 Depending on the nature and severity of the damage it may be possible to re-occupy
parts of the office within a relatively short period of time subject to expert evaluation
of the safety in doing so and review by the Association’s insurers.

15.3 It may be necessary to look at leasing office accommodation on a longer term basis.
The preference would be to lease somewhere in the vicinity of our existing location eg. Cardenden or
Lochgelly, particularly using our existing estate such as the Ore Valley Business Centre, Lochgelly
Miners Institute or vacant domestic properties. The cost of doing so being recovered through the
Association’s insurance.

15.4 In the event that the office cannot be repaired, consideration will need to be given
either to a permanent move elsewhere or to re-building on the same site

16 Recovering Paper Files
16.1 Depending on the extent of the disaster it may or may not be possible to recover
paper files.

16.2 As soon as it is safe to do so the Emergency Management Team will initiate a
process to identify what files are saveable and what files are not. The Association’s archive documents
are stored at the Ore Valley Business Centre.

16.3 Where files cannot be recovered the lost information will be evaluated to ascertain
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whether copies will be required and if so steps initiated to secure the recovery of copies where this is
possible. Where it is not possible to obtain copies of information the details of lost information will be
recorded.

17 Additional Staff Requirements

17.1 In the aftermath of the disaster it may be necessary to consider whether additional
temporary staff are required to carry out a range of extraordinary tasks e.g. Rebuilding filing systems
etc.

17.2 Any temporary appointments will be authorised by the Emergency Management
Team subject to discussions with the Association’s insurers that these costs are
recoverable.

17.3 If costs are non-recoverable authority to recruit additional staff members will be
sought from Board.

18 Staff Meetings
18.1 During the first two months the CEO will ensure that full staff meetings are held at
least every two weeks.

The purpose of the meetings will be:

to give an update on progress.

an overview on how the Association is coping.

to consider any changes required to working arrangements.

to provide an opportunity for staff to exchange experiences and information
ensure that priority pieces of work are being carried out

review progress in recovering paper documents which need to be replaced.
to consider any relevant information.

NouswWwNE

19 Financial Matters
19.1 The Finance Director will compile and circulate a list of the types of cost which will
have to be recorded so that they can be reclaimed from the insurance company.

19.2 The CSM will initiate meetings with the insurance company to clarify the
process for identifying costs and progressing claims.

19.3 The Finance Director will be responsible for keeping a file of all costs incurred
including invoices received in order that information is readily available to support the insurance claim.

20 Monitoring & Review

20.1 The CEO is responsible for ensuring that the framework for business continuity and
disaster recovery is implemented as required.

20.2 The CEO is responsible for the review of this document at least every three years.

20.3 Appendices will be reviewed and updated on an ongoing basis under authority
delegated to the CEO.



Appendix 1 - Action plan in the event of loss or serious damage to offices

Timescale Action Lead Comments/
completion
Days 1& 2 Initiate the disaster recovery plan CEO

Advise the Management Team CEO

Advise the Chair CEO

Advise all staff & Board Management
Team

Hold first meeting of the EMT CEO

If EMT members dead/missing/injured — CEO

allocate duties

Contact insurance company and arrange /CSM

meeting

Initiate arrangements to bring temporary office | /CSO

into use

Arrange transfer of telephone calls, CEO

Arrange mail etc. /CSO

Initiate IT disaster recovery arrangements CEO,
Depute
CEQ/CSM

Arrange and hold first meeting of all staff CEO

Consider how to deliver locally based services CEO

to tenants including contact with other Fife

based social landlords

Consider potential and requirements for some | CEO

staff to work from home or mobile base

Arrange equipment and stationary to coverall | /CSO

temporary working arrangements

Confirm temporary working arrangements to all | Managers

staff

Provide additional mobile phones if required CEO /CSO a

Advise key contacts from other organisations. | /CSO

Produce and upload statement for OVHA CEO

website

Arrange for notices to be posted at office site /CSO




Produce & arrange distribution of media CEO
statement
Arrange Board briefing meeting to take place /CSO
towards the end of week 1
Arrange for letters to be sent to all tenants HM
CEO
Rest of week | Hold further EMT and staff meetings as
1 required
Provide e-mail/written updates to Board /CSO
Provide updated information via the OVHA CEO/CSM
web-site
Ensure best possible delivery of essential HM/DCEO
services to tenants is delivered
Start to identify the information held in paper Managers
format which has been lost and identify what
can be replaced and how.
Continue liaison with and meetings with the /CSO
insurance company as appropriate.
Week 2 Hold further EMT and staff meetings as CEO
onwards required
Continue to identify lost paper based Managers
information and commence replacementwhere
possible.
Start to identify business interruption costs Finance
Director
Continue to liaise with insurance company /CSO
If required start to look at longer term solutions | CEO
for office accommodation.
Arrange alternative locations for Board /CSM
meetings.
Continue to update information on the OVHA CEO

web-site




Appendix 2 IT Disaster Recover Arrangements

Purpose
The purpose of this documentis to clarify the protocol for enacting a recovery procedure in times of crisis in

respect of the information technology systems established at OVHA’s offices in Cardenden. The intention of
this plan is to document how the business will:

a) Re-establish core business systems as soon as possible.

b) Utilise data storage held off-site

c) Secure critical data and intellectual property-related materials.

d) Alert customers and stakeholders to the crisis event

e) Minimise disruption to staff and customers

Procedure
This procedure is to be implemented with immediate effect and enacted in times of crisis as determined
by a senior manager.

1. The disastereventoccurs —a member of staff should alert the relevant personneland instigate the
recovery plan.

2. OVHA’s IT support provider should be alerted to this occurrence. They will then ready a server for
the loading of the appropriate backup image.

3. Utilisation of the Association’s Microsoft OneDrive/Sharepoint system will enable critical files , email
etc. to be accessed immediately.

4. The Associaton’s HomeMastersystemis stored in the cloud so access is readily available and not tied
to a particular location.

5. Notification to stakeholders of the event should begin. This can be done remotely by altering the
OVHA website to notify visitors of the issue. The online contact form can also be amended to send
an automated response thatalso alerts enquirers of this situation and any likely delays in response.

6. System access should be made available at a suitable location or made available remotely. OVHA’s
designated primary option is the Ore Valley Business Centre in Lochgelly.

7. Desktop/laptop set-up should then begin. The numberinvolved willbe dependant upon availability.

8. Re-establishment of key systemsuch as HomeMaster, Genero etc. should also begin at this stage. All
of these systems will be available immediately once connectivity is established.

9. Re-establishment of individual useraccess willdepend uponavailable devices, connectivity and other
network factors.

Annual Check
The disaster recovery system should be checked and certified annually to ensure that the backup procedure
is effective.



IT Disaster Timeline

Event/Trigger Action Who is responsible? Timescale
following plan
instigation
Disaster event Instigation of DR plans Management Team Immediate
Informing of IT support Telephone call/ e-mailto | CEO Immediate
provider of disasterevent | IT support provider
Initiate electronic Message added to OVHA OVHA or Web site Immediate
notification of disaster website notifying visitors of | support provider
event event
Installation of Provision of suitable OVHA Immediate
replacement/relocated alternate office location
hardware at suitable with network access
location
Installation appropriate
hardware
IT support provider 24-48hrs

Connection of additional
desktop/laptops

Utilisation of suitable
devices either borrowed,
purchased orin storage

OVHA

Immediate/48hrs

Re-establishment of key
business systems

Critical business systems
should now be available
from the installation of the
serverincluding
HomeMaster, E-mail and
web activities.

IT support provider
Telephone system
provider

Website provider

24-48hrs

Re-establish individual
user access

Re-connect individual staff
users to their accounts
(own e-mail and files etc.)

IT support provider /
OVHA

48hrs (dependent
upon suitable
number of
computers)

1. Data

The Association’s data is all retained off-site in the cloud so will be readily available once suitable hardware

and connectivity has been established.

2. Voice

OVHA would contact YellowCom To alert them to the change in location. Phones automatically integrate
with apps on staff mobiles so no loss in phone connectivity should be experienced.
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Lugo IT
20 Queen Street, Edinburgh, EH2 1JX
0330 024 2242

YellowCom

Clydesdale House, Glasgow Business Park, G69 6GA
03330 156 651

As would normally be the case with an instance where IT Equipment has been damaged by fire, flood etcit
is expected that insurance policies would pay for replacement hardware. Additional ITFA charges would
only apply if we were required to re-install/configure replacement equipment for example new desktop
PC’s — the server rebuild will be covered by the DR contract.
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Appendix 3 List of external agencies to be contacted urgently

AGENCY TELEPHONE E-MAIL ADDRESS

NUMBER
Chiene & Tait 0131 558 5800 generalenquiries@chiene.co.uk
ECD Architects 0141 948 0600 ecda@ecda.co.uk

Fife Council — Housing &
Neighbourhood Services

08451 550033
08451 550000

Fife Direct web site

Fife Council — Local Offices

08451 550000

Fife Housing Group

0800 027 4007
01383 606 162

info@fifehg.org.uk

Fire Fire and Rescue Service

0800 073 1999

fire.safety@fife.gov.uk

F3 Building Surveyors (planned
maintenance contractors where
contracts are in progress)

0131 554 8050

info@F3surveyors.com
David.Bonar@f3surveyors.com

Kingdom HA

01592 631661

kingdom@kingdomhousing.org.uk

Glen HA

01592 621188

info@glenhousing.co.uk

Lugo IT

0330 024 2242

support@lugoit.co.uk

Royal Bank of Scotland (Corporat
Howard Mole)

0141 224 0592

howard.mole @rbs.co.uk

Scottish Power

contactus@scottishpower.com

Scottish Housing Regulator

0141 271 3810

shr@scottishhousingregulator.gsi.gov.uk|

Scottish Gas

0800 048 0202

Reactive Maintenance Contracto
and Gas Servicing - Rogersons

01592 650 650

info@rogersons.uk

As a minimum, the following should be provided with an update and emergency contact details. In some

cases, practical assistance may be sought as determined by the EMT.
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Appendix 4 - Staff Contact Details

Name

Contact Number(s)

Colin McInnes

Home: 01592 712928

Own Mobile :07599727851

Work Mobile: 07771578291

E-mail Address - colin.mcinnes719@btinternet.com

Home: 0131 476 4458

Nick Clark Own Mobile : 07896791207
Work Mobile: 07775812298
E-mail Address — nicholasclark13@gmail.com
Home: 01592 720082

Ryan Doyle Mobile: 07414663702

E-mail Address — ryandoyle93@hotmail.com

Vicky Murdoch

Home: 01592 722676
Mobile :07725538024
E-mail Address - vicky110574@aol.com

Tommy Braid

Home: 01333 352023
Mobile :07752360014
E-mail Address - sazjack@hotmail.com

Kittaya Sung

Home: None
Mobile :07574354370
E-mail Address -

Kerry Curtis

Home: 01592 773865
Mobile: 07894859503
E-mail Address -

Maryjane Elder

Home: 01592 651137
Mobile :07740361676
E-mail Address — maryjaneelder@gmail.com

Steffy Smith

Euan Smith

Jordan Rodger

Ruxandra Cazan

Cheryl Hall

Andrea McDonald

Amanda Wilson

Elaine Dunlop

Dave Roberts

Megan Sneddon

Danielle Porteous

Alison Wilson
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Appendix 5 Board Contact Details

Name

Phone

e-mail Address

Tom Allan

Mobile: 07526663445

Home: tallan251@yahoo.com

Tom Dougan

Mobile: 07802 886670

Home:
tomdougan@btinternet.com

John Flynn

Andrew McDaniel

Shanana Beattie

Caitlyn Reid

Bill Banks

Laura Millar
Reviewed by: Nick Clark
Date Reviewed: Nov 2025
Date of next Review: Nov 2028
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